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2015 Wisconsin Act 261 (Act 261) establishes electronic voter registration , and requires the 
Elections Commission (formerly the Government Accountability Board) and the Wisconsin 
Department of Transportation (WisDOT) to submit quarterly reports to the legislature concerning 
each agency's progress in implementing an electronic voter registration system. 

The information provided herein is the second quarterly report submitted by WisDOT, as 
required by Section 109 of Act 261. In accordance with Act 261, WisDOT shall continue to file 
reports until the Elections Commission (Commission) determines that implementation is 
complete and that performance of the system is satisfactory. 

Officials from the Commission and WisDOT have been meeting regularly to discuss 
implementation of the electronic voter registration system. Additionally, there has been 
continued communication regarding the Electronic Registration Information Center (ERIC) and 
its program requirements for participation. 

To summarize the information contained in this report, WisDOT is on track with the 
implementation requirements and its other obligations set forth in Act 261. 

I. Electronic Voter Registration System - Timeline and Implementation 
Assumptions: 

Business area experts from both the Commission and WisDOT are working to finalize the 
technical details of the electronic voter registration application. The application will employ a 
multi-tiered customer validation process, providing logic stops or redirects as needed to meet 
the statutory requirements of the new online system. Pursuant to the act, electors enter 
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personal identifiers via the Commission's electronic voter registration application , and these 
data elements are then validated against driver and vehicle owner information existing on file at 
WisDOT. . 

Current expectations and assumptions regarding the Commission's online system include the 
following: 

Step one: 

Step two: 

Numeric data match (driver. license/identification number, date of birth, and last 
four digits of the social security number (SSN)) 

• If there is a WisDOT match - proceed to next step 
• If no match- STOP (customer cannot complete the online voter registration 

process, redirected to registration alternatives) 

Validation of customer name 

• If there is a WisDOT match - proceed to next step 
• If no match- STOP (customer cannot complete the online voter registration 

process, redirected to registration alternatives) 

Step three: Validation of address 

Step four: 

• If there is a WisDOT match - proceed to next step 
• If no match - redirect customer to WisDOT online address change (customer 

can then reapply for voter registration using the onl ine system) 

Check that driver license or identification number is both current and valid 

• If current and valid -the Commission will complete the registration 
• If the product on file is not current and valid - STOP (customer cannot 

complete the online voter registration process, redirected to registration 
alternatives) 

Once the details for the online system are finalized , a memorandum of understanding (MOU) 
will be signed by both WisDOT and the Commission. 

II. Electronic Registration Information Center (ERIC): 

Per s. 6.36(1 )(ae), Wis. Stats., "the chief election officer shall enter into a membership 
agreement with Electronic Registration Information Center, Inc. , for the purpose of maintaining 
the official registration list". Also, in accordance with existing state statute, the chief election 
officer shall ensure that the agreement with ERIC safeguards the confidentiality of information or 
data. · 

On May 17, 2016, Kevin J. Kennedy, Director and General Counsel for the Wisconsin 
Government Accountability Board, signed a membership agreement with ERIC (the 
Membership Agreement). 
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Per the Membership Agreement, within 60 days of the certification date (yet to be determined by 
ERIC), and at least every 60 days thereafter, the Commission shall transmit to ERIC: (1) all 
inactive and active voter files (excluding those records that are protected from disclosure by 
law), including those fields identified in Exhibit 8, and (2) all licensing or identification card 
records in the motor vehicles database (excluding those fields unrelated to voter eligibility, such 
as fields related to an individual's driving record, or are protected from disclosure by law), 
including those fields identified in Exhibit B. Under no circumstances shall the WEC transmit an 
individual's record where the record contains information that the individual is a non-citizen of 
the United States. 

As referenced in WisDOT's first report filed with the legislature on April 20, 2016, due to certain 
records disclosure prohibitions existing currently in Chapter 343 of the Wisconsin Statutes, 
WisDOT cannot make available all of the data fields listed in Exhibit B (attached) to the 
Commission or ERIC. The relevant prohibitions for disclosure are described below: 

a. State ID Number (Exhibit B, #3) 

Section 343.50 (8)(b), Wis. Stats., indicates that the "department may not disclose any 
record or other information concerning or relating to an applicant or identification card holder 
to any person other than a court, district attorney, county corporation counsel, city, village, 
or town attorney, law enforcement agency, driver licensing agency of another jurisdiction, a 
procurement organization as provided in sub. (4m) (a), the applicant or identification card 
holder or, if the applicant or identification card holder is under 18 years of age, his or her 
parent or guardian." 

In accordance with Wisconsin Department of Justice (DOJ) guidance, statutory authorization 
for the release of driver license records is broader than that for identification cards. Unless 
the statutes are amended to treat both credential types equally for the purposes of record 
disclosure, identification numbers and identification card holder personal information are not 
available to share with the Commission; DOJ has confirmed this conclusion. DOJ 
summarily concluded that Wisconsin law forbids disclosure of identification card holder 
personal information. Identification card holders represent about 11 °/o of total Wisconsin 
DMV credential-holding customers. 

WisDOT recommends repealing s. 343.50 (8)(b), Wis. Stats., which will standardize the 
disclosure of identification card information with that of driver licenses. 

b. Last four digits of Social Security number (Exhibit B, #4) 

Section 343.14(2j), Wis. Stats., indicates that "the department of transportation may not 
disclose a social security number obtained from an applicant for a license under sub. 
(2)(bm) to -any person except to the department of children and families for the sole purpose 
of administering s. 49.22, to the department of workforce development for the sole purpose 
of enforcing or administering s. 108.22, to the department of revenue for the purposes of 
administering state taxes and collecting debt, or to the driver licensing agency of another 
jurisdiction." Section 342.06(1)(eg), Wis. Stats., also forbids disclosure of a social security 
number obtained from applications for certificates of title, with limited exceptions. 

The ERIC bylaws request the last four digits of social security numbers (SSN). In light of the 
restrictions set forth in s. 343.14(2j), Wis. Stats., to ensure this sensitive information is 
protected and that ERIC does not receive the information in clear text, ERIC pn?posed an 
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anonymization process ("one-way hash") of the last four digits of a given social security 
number. ERIC provides the anonymization application to each participating state that is a 
member of ERIC for protected fields in the data extract. In this process, the last four digits 
of social security numbers are anonymized ("one-way hashed") prior to disclosure. DOJ has 
provided guidance clarifying that the "hashed" character string of the last four digits of an 
SSN is not an SSN, and thus may be disclosed for the purpose of participation in ERIC and 
such disclosure is not in violation of s. 343.14(2j) or s. 342.06(1)(eg), Wis. Stats. 

The general disclosure restrictions for identification cards still apply, as described above in 
(a). Therefore, the last four digits of SSNs collected in connection with an identification card 
are not "hashed" and will not be shared. 

c. Data fields not available as part of the standard motor vehicle record file 

The following data fields are not a part of the standard motor vehicle record file : 

Title/type of affirmative documentation of citizenship presented (Exhibit B, #9); 

Phone number (Exhibit B, #10); 

E-mail address or other electronic contact method (Exhibit B, #11). 

As required by the Membership Agreement between the Commission and ERIC, WisDOT will 
only share records that have been certified as belonging to U.S. citizens. WisDOT provides 
driver licenses to citizens, permanent residents and temporary visitors. The file to be shared 
with the Commission will be filtered to only include records of U.S. citizens. 

Thank you for the opportunity to share this report. The next report, as required Act 261, will be 
filed with the legislature no later than October 20, 2016. If there are any questions regarding the 
progress of WisDOT's implementation efforts, please do not hesitate to contact me. 

Sincerely, 

tlt GJt!\VV 
Mark Gottlieb, P. E. 
Secretary 
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EXHIBITB 

ELECTRONIC REGISTRATION INFORMATION CENTER, INC. 

Voter Registration and motor vehicles data fields to be submitted to ERIC by each 
participating jurisdiction, if available 

1. All name fields 

2. All address fields 

3. Driver's license or state ID number 

4. Last four digits of Social Security number 

5. Date ofbirth 

6. Activity dates as defined by the Board of Directors 

7. Current record status 

8. Affirmative documentation of citizenship 

9. The title/type of affirmative documentation of citizenship presented 

1 0. Phone number 

11. E-mail address or other electronic contact method 

20 
Last updated on March 28, 2014; May 21 , 2015; October 28, 2015 


